
Your Way to an “A” 

With Ray
or 

How to Help the CISO Help You 



The alert says, "according to open source reporting from SANS, 

Ponemon, and EMC²/RSA, the healthcare industry is not technically 

prepared to combat against cyber criminals' basic cyber intrusion tactics, 

techniques and procedures, much less against more advanced persistent 

threats. The healthcare industry is not as resilient to cyber intrusions 

compared to the financial and retail sectors, therefore the possibility of 

increased cyber intrusions is likely."

FBI Warns of Cyber-attacks to 

Healthcare Sector 
May 2014

“Forget the “A” Team, most of you guys 

couldn’t hold off the “J” Team.”

In Other Words…

The State of Security



4 Myths We Need to Dispel…
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4 Myths We Need to Dispel…

The 3 most infamous words ever spoken to a Healthcare CISO

• No Application or Device is “HIPAA Compliant”, HIPAA 

compliance is a “State of Mind”

• It’s closer to the mark to say something can support HIPAA 

compliance.  Keep in mind that we need to address:

• Authentication 

• Access (Authorized and Unauthorized)

• Logging and Auditing

• Protecting data in storage (locally and remotely)

• Protecting data being transmitted

• Protection from Malware, Man-in-the-Middle, etc.

• Physical Security



4 Myths We Need to Dispel…
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• A close cousin to “Security through Obscurity” is “Security 

through Exclusivity”… neither one tends to work well.

• Few organizations can afford it and who wants to work with it?

• So, what are the discussion points?

• Does the new application work with our current security 

requirements for other applications on the device?

• Does it depend on a feature that we have concerns with?
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4 Myths We Need to Dispel…

Mobile Device Management systems play a key role in enterprise 

mobile security but there’s a lot more to it than just the device.

It’s critical to understand what functionality is available on your 

organizations MDM. MDMs can very greatly in what they can do.

• So, what are the discussion points?

• What aspects of security rely on the MDM / Device / App?

• Is this solution intended to run on enterprise or personal 

equipment and are we prepared to use MDM (or say NO)?
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4 Myths We Need to Dispel…

So, what are the discussion points?

• Are you sure… no temp files, caching etc?

• Where WILL the data be stored (At home, in the “cloud”)?

• How will it get there, and how will we know?

Perhaps not but data will pass through a device. In reality, data 

seems to find a way to go anywhere.



1. Consider Security holistically, not just at an 

application or device level. 

• Authentication (How someone identifies themselves)

• Access Controls (Usually means roll based access)

• Audit Controls (Activity logging & ability to audit / report)

• Ability to co-exist with other apps

• Transmission Security

• Data Storage Security

• Device Security

• Data Recovery

• Data Disposal (Especially important in BYOD scenarios)

2. Use established and current standards.

• AES 256 / FIPS 140-2 GOOD…. Joe’s encryption BAD

• SSL v 1.0 BAD… TLS v 1.2 GOOD

From Myth to Reality

Let’s Make This Work



3. Look for apps and devices that can easily integrate 

into our existing environment. 

• An application that can leverage A.D. is better than one that 

requires stand alone provisioning.

• Can the device or application be managed by our existing 

enterprise systems i.e. SCCM or our existing MDM or at least 

offer an enterprise management tool.

• Look for apps that have undergone a code review. NIST has just 

recently provide a mobile app vetting guide.  

4. Know what your security standards are and ensure 

the app or device supports them.

From Myth to Reality

Let’s Make This Work



Champion a Mobile Strategy and support the 

required foundation first. 

A Few Final Thoughts…

Remember who the customer is. As an 

industry we should insist on security being a 

critical component.

Security wants you to succeed. We really do.


