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DISCLAIMER
“The information contained in this document is for informational purposes
only and should not be deemed an offer by Intel Security or create an
obligation on Intel Security. Intel Security reserves the right to discontinue
products at any time, add or subtract features or functionality, or modify its
products, at its sole discretion, without notice and without incurring further
obligations.”
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HealthCare Security Landscape…
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Sources: Ponemon Data breach report 2015 and Intel Security Group

Sector’s Top Attack Categories

DDoS Account Hijacking Malware

“Average data breach cost per capita for the healthcare industry is $363”
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Cyber-Threat-Alliance “When researching
profits made by the group behind CW3, an
estimated $325 million dollars was
discovered.”

Ransomware

Ransomware-as-a-Service (RaaS) is booming in
the early start of 2016, multiple sites and
campaigns have been detected.

Most prevalent ransomware families at the
moment: CryptoWall v4 and TeslaCrypt

Source: McAfee Labs Threat Report, November 2015

Source: http://cyberthreatalliance.org/cryptowall-report.pdf
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HealthCare – Ransomware attacks
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Attackers ask $3.6 million ransom

- Hospital’s network down for more than a week
- Systems for CT scans and others impacted
- Email, Patient-files and other data encrypted
- Staff went back to fax-machines for communication
- They were not the only hospital hit by ransomware..

Reported by CSO Online
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HealthCare
We still have a long way to go:

simple scan of Internet facing devices for remote control software without password
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“Authoritative Sources” Often Overlap

Healthcare Organizations are Subject to Many Legislative & Regulatory
Requirements…
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• An organizational Cybersecurity Risk Management tool for:
• Improving communications between technical staff and the

business decision makers
• A common language for discussing organizational cybersecurity

issues
• Evaluating an organization’s current security posture
• Developing an organization’s target security profile
• Providing a means to develop a roadmap for improving the

cybersecurity posture based on specifics
• Improving Cybersecurity Risk Management decision making within

the organization

• Voluntary

• Guidance created based on existing standards and best-practices
(private and public sector were involved in the creation)

• A living document

NIST Cybersecurity Framework
What it is…and why

8

Why?
• Released (Version 1.0)

February 12, 2014, it is in direct
response and support of
President Obama's February
2013 Executive Order 13636
"Improving Critical Infrastructure
Cybersecurity."

• Helps organizations to identify,
understand, manage and reduce
cybersecurity risks by prioritizing
security investments
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• Prescriptive

• A replacement for existing risk management
methodologies (but can augment and compliment OR fill
gap if none exists)

• Foolproof!  No, implementing the CSF does not mean your
immune to being compromised!

• A “One size fits all” approach

• A substitute for thoughtful review, evaluation and
pragmatism in addressing risk concerns and priorities

• It is NOT an IT governance “Framework” in the classic
sense of CoBIT

• It is not a silver bullet

What it is not…
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Organizations will continue to have
unique risks – different threats, different
vulnerabilities, different risk tolerances –
and how they implement the practices in
the Framework will vary. Organizations
can determine activities that are
important to critical service delivery and
can prioritize investments to maximize
the impact of each dollar spent.
Ultimately, the Framework is aimed at
reducing and better managing
cybersecurity risks.

Source: NIST Framework for Improving
Critical Infrastructure Cybersecurity,
Version 1.0.

NIST Cybersecurity Framework
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Source for slide content:  http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf

NIST Cyber Security Framework - Overview
Three primary components:
1) Profile:  Comprised of two views; current “as is” and target “to be”

2) Implementation Tiers (1 – 4):  Partial, Risk Informed, Repeatable, Adaptive

3) Core:

- Functions:  Identify, Protect, Detect, Respond, Recover

- Categories, subcategories and Informative References
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Source for slide content:  http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf

NIST Cyber Security Framework - Overview

Implementation Tiers:

Tier 1 – Partial:  Risk management process and program ad hoc, reactive.  Cybersecurity activities and risk
management visibility limited.

Tier 2 – Risk Informed:  Risk management practices approved by management may not be fully established across
organization.  Cybersecurity activities and risk management concerns have some level of visibility but may not be all-
encompassing across organization.

Tier 3 – Repeatable:  Risk management practices are clearly approved and defined, adhered to and consistent
methods in place to respond to and address risks across the organization.

Tier 4 – Adaptive:  Organization adapts, evolves risk management, cybersecurity practices based on lessons learned
and predictive analysis.  Cybersecurity risk management is part of culture.

Tiers can provide context for the organization relative to how they view and manage cybersecurity risks
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Source for slide content:  http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf

NIST Cyber Security Framework - Overview
The CSF provides a common method for organizations to:

1.  Baseline and
describe “as is”
current posture

2. Describe “to
be”  target state

3. Identify and
prioritize

improvements

4.  Assess
progress

5.  Communicate
to stakeholders
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• Enables continuity and continuous
improvement

• Branch out and connect with partners and
others who are taking this journey

• Keep it simple!  Do not go too deep or too
fast

• Understanding risk and managing
priorities in investments to address
enables compliance

Points of Consideration
It is the start of a journey

13

Leveraging the CSF can help
drive better risk management,
prioritized investments and
foster better communication
across state organizations
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Our Lessons Learned
The CSF fosters essential internal discussions about
alignment, risk tolerance, control maturity, and other
elements of cyber risk management

• Setting our own Tier Targets was especially useful

The CSF provides a common language for cross-
organizational communications, allowing apple-to-apples
comparisons

Engage all stakeholders early; the Framework itself
facilitates discussion

Its alignment to industry practices made it easy to scale and
tailor it to our environment with surprisingly minimal impact

14
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Cyber Security Framework Workshop 6-7 April 2016
NIST CSF Update to Industry…
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On December 11, 2015, NIST issued its third request for information (RFI), Views on the Framework for Improving
Critical Infrastructure Cybersecurity, to receive feedback. The RFI analysis served as a starting point for discussion
at the Cybersecurity Framework Workshop 2016, hosted by NIST in Gaithersburg, Maryland on April 6 & 7, 2016.
The workshop, with approximately 800 participants, continued important conversations begun in the recent RFI and
included topics such as:

 Ways in which the Framework is being used to improve cybersecurity risk management,
 How best practices for using the Framework are being shared,
 The relative value of different parts of the Framework,
 The possible need for an update of the Framework, and
 Options for long-term governance of the Framework.
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Cyber Security Framework Example RFI Responses 11 Dec 2015
NIST CSF Update to Industry…

16
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Logs
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Reaching Critical Mass
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Security teams are overwhelmed by manually intensive solutions
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Gap in Cyber Security Skilled Labor
Global shortfall in talent

The 2015 (ISC)2 Global Information Security Workforce Survey

Hiring Gap

Actual Requirements
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Apply the power of knowledge – Security Connected
Intelligence Based Orchestration & Automation

Organizational
Threat Intelligence

Global Threat
Intelligence

Intel Security
Countermeasures 3rd Party Solutions

McAfee Global
Threat Intelligence

Virus Total

3rd Party Feeds

Administrator
Knowledge

Organization
Prevalence &
Forensics

Security Innovation
Alliance

STIX/TAXII

Analytics & response

Payload inspection
& detonation

Cloud assisted
protection

Evolution of endpoints
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Efficient, thorough, automated communications between disparate sensors
Connected Architecture

3rd PartyNetwork DataIdentityEndpoint

Real-Time Messaging Standardized Content Adaptive Workflows

Efficiency in Communication

20
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Critical Conversations – Challenges & Outcomes
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Contextual Risk Cognition

Pervasive Point of Presence

Dynamic Control &
Automation

Neutralize
Emerging
Threats

Safeguard
Vital Data

Fortify Critical
Environments

Optimize Security
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Strategic Approach Customer Challenges Customer Outcomes

• Compressed decision making and action cycles
yielding improved overall efficacy

• Increased efficiency, automation and labor-hour
output of existing teams and technology

• Reduced deployment, management, and reporting
complexity of the entire security ecosystem

• Safely leverage innovative services and
technologies for competitive business advantage

• Establish control between end-users and cloud
• Protect sensitive data regardless of where it lives or

how it moves

• Rapid business line service provisioning with
minimized risk

• Comprehensive visibility and consistent policy
extension across complex hybrid datacenters

• Maximized agility and resource utilization without
sacrificing security

• A resilient digital enterprise that can withstand
sophisticated attack campaigns

• A shift from tactical firefighting to strategic lifecycle
defense

• Minimized financial, brand and user impact from
security incidents

Cloud Management at Enterprise Scale
Cloud ePO delivery for Enterprise Endpoint & Web
Security

Pervasive Data Protection
Endpoint + Cloud delivered Data Protection unification
with visibility and control for cloud applications

Dynamic Endpoint Protection
Endpoint 10.X integration with Web SaaS
Security

Advanced Web Security
Web Security integration with Cloud Sandboxing

Converged Endpoint
Consolidated Endpoint Platform (ENS) with AR,
TIE, Contain & Trace

Detection for Targeted Attacks
Threat Management Platform plus TIE with Endpoint,
IPS, SIEM, & Cloud Sandboxing

Private & Hybrid Cloud Security
Network IPS, ATD & Server security into more
private/hybrid environments

Dynamic Protection for Public Cloud(s)
Expansion of discovery and consistent policy
controls across public cloud environments

Evolving Portfolio

Detection for Targeted Attacks
Threat Management Platform plus TIE with Endpoint,
IPS, SIEM, & Cloud Sandboxing
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Integrated System Value

Requirements
Disconnected
Architecture

Integrated
System

Time to Respond 1455:17 min
24 hours

6:50 min
4.2 hours

Time to Protect 254:02 min 1:08 min

Capacity 6 IOC/day 210 IOC/day

Coverage Gaps
Gap in hash
data sent to
SIEM

0

Data Confidence 2 4

Consoles 6 2

Manual Steps 19 3

22

EFFICACY
• Average Time to Respond reduces dwell time

to less than 7 min
• Full use of intelligence gives customer a

higher confidence that security is effective

EFFICENCY
• 66% reduction in technology components

reduces the cost of security
• 85% decrease in manual steps allows

customer to repurpose the analysts to harder
tasks

• 3500% increase in IOC handling capacity



McAfee Confidential

Innovation

Trust

Performance

Performance

HW-Assisted
Security

Innovating solutions from silicon to software
Power of Intel Corporation

2323

Open
Framework Visibility

Innovation

Scalability *Connected

Big Data

Anti-Tamper

Integrated

Next Generation Defense

Big Data

TrustAnalytics

Scalability

Performance

Anti-Tamper

HW-Assisted Security

Compatibility
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Working with Intel Security to Improve Cyber Situational Awareness
Summary Discussion…

• Discussion on the “art of the possible” What works & what doesn't work today?

• How does technology & security change in the next 12-24 months?

• CTO Workshops: Technology Roadmap Planning & Value Management Workshops

• Latest threat reports… www.mcafee.com/us/resources/reports/rp-threats-predictions-2016.pdf

THANK YOU!

24
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